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RSA Applications

Secure Web Browsing (SSL/TLS): RSA is commonly used in securing HTTPS connections. When you visit a 

website with "https://", RSA may be part of the process that encrypts the communication between your browser and the 

website.

Email Encryption: RSA can be used to encrypt emails, ensuring that only the intended recipient can read the contents. 

Technologies like PGP (Pretty Good Privacy) use RSA for this purpose.

Digital Signatures: RSA is used in creating digital signatures that verify the authenticity and integrity of a message, 

software, or document. Digital signatures help confirm that a message has not been altered and was sent by the claimed 

sender.

Secure Software Distribution: RSA can be used to verify that software being installed comes from a legitimate 

source, protecting against malicious software.

VPNs and Secure Communication Protocols: Virtual Private Networks (VPNs) and other secure 

communication channels often use RSA as part of their encryption process to ensure secure data transmission.

Cryptographic Tokens and Smart Cards: RSA is used in various hardware security tokens and smart cards, 

ensuring authentication and secure access to systems.

Blockchain and Cryptocurrencies: RSA is occasionally used for secure communication or signatures in some 

blockchain-related technologies.
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RSA Example

Alice wants to send message 𝑀 = 104 to Bob.

Bob chooses two prime numbers, 𝑝 and 𝑞
For example 𝑝 = 17 and 𝑞 = 41.

Bob calculates 𝑛 = 𝑝𝑞 = 697. 

Bob computes 𝜙 𝑛 = (𝑝 − 1)(𝑞 − 1)
in our example: 𝜙 697 = 17 − 1 41 − 1 = 640
Bob chooses two number e and d such that ed = 1 (mod 640)

For example e = 3 and d = 427 work. ( 3 * 427 = 1281).

Bob publishes n and e.

Alice calculate 𝐶 = 𝑀𝑒 𝑚𝑜𝑑 𝑛 = 1043 𝑚𝑜𝑑 697 = 603
Alice sends 𝐶 to Bob.

He computes 𝐶𝑑 𝑚𝑜𝑑 𝑛 = 603427 𝑚𝑜𝑑 697 = (1043)427 𝑚𝑜𝑑 697
= 1041281 𝑚𝑜𝑑 697 = 1041

With 104640 = 1 (𝑚𝑜𝑑 697) because 𝑀𝜙 𝑛 = 1 𝑚𝑜𝑑 𝑛
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Order Finding And Factoring

For example:

𝑁 = 35, 𝑥 =6

𝑥2 = 36 = 1 (𝑚𝑜𝑑 35)
𝑥 − 1 = 5, 𝑥 + 1 = 7
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